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Introduction -
Product & Accessories

Star Wrench 
(T-20)

Test Monitor Cable

RJ-45 Installation 
Tool

A: #8-32 1/2” screws - 4 pcs
B: #6-32 1/2” screws - 2pcs

Grommet

Screws and
Plastic Anchors - 4pcs

Moisture 
Absorber (Recommended)

Quick Setup and 
Download Guides

Mounting Template

Vandal  Dome 
Camera

2-3/4"

4-
1/

4"

2-GANG BOX

Ø4.4

1-GANG BOX

3-9/32"

Ø4.5

Ø3.6

30601694

DESI PSI P
AK

DESI PSI P
AK

OUTAUDIO
COM

OUT

IN

DC12V

IN

Terminal Block
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Introduction -
Part Name

Lens

Test Video Output

LAN Port

Microphone

Illumination Sensor

SD card slot

IR LEDs

Terminal Block 
Connector

Reset Button









Installation -
Adjusting the Camera Angle

11

    

Tilting 75°

Panning 355°

Rotation 226°
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NOTE:  Use a cable with a diameter of ø0.19” ~ ø0.31” 
(ø5.0 ~ ø8.0mm). Depending on the installation 
environment, remove the rubber plug on the side 
of the camera’s base and use the gap as a cable 
guide to prevent cables from getting caught 
between the camera and the mounting surface.

Installation -
Cabling

1.	 Network cable - To connect an RJ45 cable to the camera: 

Option A (Recommended):
a.	 Remove the grommet plug.

b.	 Pass the network cable through the grommet at the base of the camera.

c.	 Once the cable is through, add the RJ45 connector. 

d.	 Connect the RJ45 to the camera’s network input at the base of the camera. 

Option B:
a.	 Attach the included RJ45 installation tool to the network cable.

b.	 Remove the grommet plug.

c.	 Pass the network cable through the grommet. Pay attention to the direction of the grommet connection.

d.	 Once the cable’s connector is through, remove the installation tool.

e.	 	Once the network cable is passed through the grommet:

f.	 Insert the grommet into the bottom of the camera base.

g.	 Connect the RJ45 to the camera’s network input at the base of the camera.

NOTE:	 Bending the cable may cause water leakage. 
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Installation -
Cabling

2.	 Power

3.	 Sensor/alarm input (DI)
	 The sensor/alarm input device's cable should connect to the + and - of the Terminal Block. 
4.	 Alarm out/relay out (DO)

Connects to the alarm lights, siren or lamps and the sensor types are normal open and normal close.
5.	 Audio in

The camera has a built-in microphone controlled from the camera’s web viewer.
6.	 Audio out

Connect the ‘audio out’ port of the camera to the ‘line in’ port of the speaker.
 If a speaker is connected to the audio output without an amplifier, it will not work properly. A speaker with 

an amplifier or a separate amplifier is needed.
7.	 SD card slot

See the next page.

Pass the wires through the camera’s junction box and make all necessary connections.

Use a PoE Switch or PoE Injector 
to connect data and power to the 
camera using a single Ethernet cable. 

Use a non-PoE Switch to connect data 
using an Ethernet cable and use a power 
adapter to power the camera.

OR

1

2

1

Power information
Power requirements DC12V, PoE IEEE 802.3af Class3 (Adapter not included)

Power consumption DC: max 13.1W, 1.09A
PoE: max 15.0W

Maximum distance 328' (100m)

Connector RJ45
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Installation -
Inserting/Removing an SD Card

Micro

The memory card is an external data storage device that has been developed to offer an entirely new 
way to record and share video, audio, and text data using digital devices.

	Recommended SD card specification (not included)
	 - 	Type: Micro SD (SD/SDHC/SDXC)  
	 - 	Manufacturer: SanDisk, Samsung, Transcend, Micron
	 - 	Capacity: Up to 1 TB / FAT32 format only.
	 - 	Class: UHS-I U3 Class 10 
	 	New micro SD card over 64GB must be formatted on the first use.

SD Card Slot

1.	 Locate the SD card slot at the base of the camera module.

2.	 Insert a class 10 SD card into the SD card slot until it clicks into position. 

3.	 Press the card inward to release it from the card slot.

NOTE:	 Maximum SD Card size supported: Up to 1TB micro SD / FAT32.  
When inserting the SD card into the card slot, the SD card’s contacts should be facing upward, as shown 
in the diagram.



Network Set up -
DW IP Finder™

1   To install the DW IP Finder, go to http://www.digital-watchdog.com

2   Enter “DW IP Finder” on the search box at the top of the page.

3  Go to the “Software” tab on the DW IP Finder page to download the 
installation file.

4   Follow the installation to install the DW IP Finder. Open the DW IP Finder 
and click ‘Scan Devices.’ It will scan the selected network for all supported 
devices  
and list the results in the table. During the scan, the DW® logo will turn 
gray.

5  A password must be set when connecting to the camera for the first time. 
To set up a password for your camera: 

a. Check the box in the IP Finder’s search results next to the camera. You
can select multiple cameras.

b. Click “Bulk Password Assign” on the left.

c. Enter admin/admin for the current username and password. Enter a
new username and password to the right.

Passwords must have a minimum of 8 characters with at least 4
combinations of uppercase letters, lowercase letters, numbers and
special characters. Passwords cannot contain the user ID.

d. Click “change” to apply all changes.

6  Select a camera from the list by double-clicking on the camera’s image 
or clicking on the ‘Click’ button under the IP Conf. column. The pop-up 
window will show the camera’s current network settings, allowing admin 
users to adjust the settings as needed. 

7  To access the camera’s web page, click on the ‘View Camera Website’ 
from the IP Config window.

8  To save changes made to the camera’s setting, enter the username and 
password of the camera’s admin account and click ‘Apply’.

Camera  name Firmware version

Camera’s uptime

Open IP configuration 
settings

Ping camera

Camera’s network 

information

Camera’s name, IP and 

MAC addresses

Filter results
Scan network

Select network to scan

Show/hide thumbnail view
Refresh thumbnail view

Bulk password assignment

Bulk IP assignment

Firmware upgrade

Bulk codec assignment
Bulk date/time assignment

To access the camera from an external network, port forwarding must be set in your 
network’s router.

Select ‘DHCP’ for the server to assign the camera’s camera settings automatically.

Select ‘Static’ to manually enter the camera’s network information.

The camera’s IP must be set to static if connecting to Spectrum® IPVMS.

Contact your network administrator for more information.
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Set up - Video & Audio Set up
Privacy Mask Configuration	

Use this function to mask areas you want to hide on-screen to protect privacy.

1 	Activation - Turn on or turn off the privacy mask function.

2 	Area - Select Area1 ~ Area16, then draw the privacy mask in the video display.

3 	Click ‘Apply’ to save all settings.
	  Click 'Cancel' to return to the previous setting.
	 	Click ‘Clear Area' to delete the selected Area1~Area16.

1
2

3
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1 	Sharpness - The higher the number, the sharper the lines in the image will appear.  

2 	Brightness - The higher the number, the brighter the image will appear.  

3 	Contrast - The higher the number, the stronger the contrast between colors in the image will appear. 

4 	Saturation - The higher the number, the more saturated the colors in the image will appear. 

5 	Hue - The higher the number, the stronger the hue in the image will appear.

6 	Click ‘Apply’ to save all settings.
	 	Click 'Cancel' to return to the previous setting. 
	 	Click 'Default' to settings to the factory defaults.

Set up - Camera Set up
Image Adjustment	

1

2

5

4

3

6



28

Set up - Camera Set up
Exposure Settings	

1 	Auto Exposure - Automatic exposure (AE) automatically sets the aperture or shutter speed based on the 		
	 external lighting conditions for the photo.

2 	Shutter Limit - The higher the value, the brighter the image becomes.

3 	Exposure Level - The higher the number, the brighter the image becomes.

4 	AE metering - AE metering mode refers to how a camera determines the exposure.

5 	Shutter Speed - If this speed is faster, the moving object can be photographed without the ghost effect. 
	 However, the picture can be dark if the lighting is insufficient.

6 	Slow Shutter - Slow shutter lets you adjust the amount of light striking the sensor and determines  
	 when the video sensor sends out its batch of data for processing.

7 	Gain Limit - Adjusts image gain.  The lower the value, the darker the image will appear.

8 	Click ‘Apply’ to save all settings.
	 	Click 'Cancel' to return to the previous setting. 
	 	Click 'Default' to settings to the factory defaults.

1

2

5

6

7

4

3

8
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Set up - Camera Set up
Day & Night Settings

1  Day and Night
•	 Auto: In this mode, the IR cut filter is automatically removed depending on the light condition.
•	 Day: In this mode, the IR cut filter is always applied to the image sensor. The sensitivity is reduced in dark 

light, but better color reproduction performance is obtained.
•	 Night: In this mode, the IR cut filter on the image sensor is removed all the time. The sensitivity is enhanced in 

the dark light condition, but the image is black and white.
•	 Schedule: In this mode, the Day/Night mode is converted to the scheduled time. 

2  Color Level - This level determines when the camera will change from Night mode (B/W) to Day mode (color)  
     while set to Auto. The lower the value is, the lower the lighting threshold requirement is for the transition. 

3  B/W Level - This level determines when the camera will change from Day mode (color) to Night mode (B/W)  
     while set to Auto. The lower the value is, the lower the lighting threshold requirement is for the transition.

4  Transition Time - If the day/night switch is set to Auto, determine the rate at which Day/Night is converted.

If it is set to schedule mode, Set the time that Day/Night is converted.

6 	 IR Mode - turn the built-in IR LEDs on or off manually.

7 	Click ‘Apply’ to save all settings.
      Click 'Cancel' to return to the previous setting. 
      Click 'Default' to settings to the factory defaults.

1

2

5

6

4

3
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This feature is used when lighting conditions may cause detail loss in the camera's view due to high contrast.

1 	WDR (Wide Dynamic Range) - Turn on or turn off the feature.

2 	Click ‘Apply’ to save all changes.
	 	Click 'Cancel' to return to the previous setting. 
	 	Click 'Default' to change the settings back to their factory defaults.

Set up - Camera Set up
Backlight Settings	

1

2
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1 	Activation - Turn on or turn off the White Balance function

2 	White Balance Mode - Select White Balance depending on the lighting conditions.

3 	RGB Gain - The R/G/B gain can be set only when the White Balance Mode is set to Manual.

4 	Click ‘Apply’ to save all settings.
	 	Click 'Cancel' to return to the previous setting. 
	 	Click 'Default' to settings to the factory defaults.

Set up - Camera Set up
White Balance	

2

4

1

3
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1 	3D Noise Reduction - Reduce digital noise in low-light conditions, improving video quality.

2 	Mirror - Reverse the video horizontally.

3 	Flip - Reverse the video vertically.

4 	Click ‘Apply’ to save all settings.
	 	Click 'Cancel' to return to the previous setting. 
	 	Click 'Default' to settings to the factory defaults.

Set up - Camera Set up
Image Enhancement	

4

1

2
3
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1 	Flickerless - In environmental situations where the camera's image appears to flicker, change the Hz  
	 values to improve the camera's image.

2 	Click ‘Apply’ to save the current settings.
	 	Click 'Cancel' to return to the previous setting. 
	 	Click 'Default' to settings to the factory defaults.

Set up - Camera Set up
Video Enhancement	

1

2
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This menu displays the camera's current network settings. To make any changes to the settings, you must go 
to the appropriate network settings tab.

Set up - Network Set up
Network Status	
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Set up - Network Set up
Network Settings	

1 	Host name - Using the DNS’ service, the camera specified by hostname can be discovered in a network.

2  Network Type - Define the network IP address type. Select Static Mode for a fixed IP or Dynamic Mode for a  
dynamic IP address.

	 If you select Static Mode, enter the camera's IP Address, Subnet Mask, Gateway, DNS Server, and all ports.
	 If you select Dynamic Mode, the DHCP network requirements will automatically assign the IP address. If you  

click 'Apply,' the system will reboot, and you must reconnect the camera using the new IP address.

3 	IP Address - A unique string of numbers, divided into four octets (ranging from 0-255), used to identify the  
device over a network.

4  Subnet Mask - Determines the range of IP address options within the network.

5  Default Gateway - IP address of the forwarding host within the network; the router's IP address is most  
commonly used.

6  Preferred DNS Server - Address of the decentralized system used to translate alphabetic names into IP  
addresses.

7 	Alternate DNS Server - Secondary address of the decentralized system used to translate alphabetic names  
into IP addresses.

8 	Use DNS from DHCP - If selected, the DHCP server will fill out the DNS information automatically.

9  HTTP Port - The HTTP port can be set to the default 80 port or between 1025 and 60000.

10 HTTPS Port - The HTTPS port can be set to the default 443 port or any value between 1025 and 60000.

11  RTSP Port - The RTSP port can be set to the default 554 port or any value between  1025 and 60000.

12 Click ‘Apply’ to save all settings.

 If the network type is dynamic, the IP address is changed in the following cases. In these cases, the IP address  
    needs to be searched again, and the camera needs to be reconnected:

•	 When the camera's power is switched off and on. 
•	 After firmware update, or when the camera is reset to its default settings and reboots.

2

3

4

5

9

6

10

7

11

12

1

8
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1 	General Setting - Turn on or turn off the Auto IP Settings.

2 	Auto IP Settings Information - Display the camera's Unique ID and Auto IP address.

3 	Click ‘Apply’ to save all settings.

Set up - Network Set up
Auto IP Settings	

1

3

2
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1 	Authentication
	 None: Allow access to the camera without ONVIF authentication.
	 WS - Usertoken: Allow access to the camera with WS-User Token of ONVIF authentication.
	 WS - Usertoken + Digest: Allow access to the camera with WS-User Token and Digest of  
	 ONVIF authentication.

2 	Discovery Mode - Turn on or turn off discovery mode. 

3 	Click ‘Apply’ to save all settings.

Set up - Network Set up
ONVIF Settings	

1

2

3
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1 	 General Setting - Turn on or turn off the UPNP function.

2 	 Friendly Name - Define the friendly name. Support a maximum of 30 characters and special characters. 
•	 Do not use:  /  ~  !  $  (  )  {  }  [  ]  ;  ,
•	 Acceptable special characters include;  @  .  _  -

3 	 Click ‘Apply’ to save all settings.

Set up - Network Set up
UPNP Settings	

1

2

3



39

1 	DDNS Disable - If it is selected, the DDNS service does not work.

2 	Public DDNS - To use a public DDNS service, select a site address listed on the list. After filling out the site’s 
hostname, the setup is completed by entering the username and password registered on that DDNS site.

	 	If you set up DDNS properly, the IP address of your camera will be automatically updated whenever the IP 	
		  address is changed or the system is rebooted.
	 	If an IP update from the DDNS site fails, the camera will keep retrying in one (1) minute intervals.

3 	Click ‘Apply’ to save all settings.

Set up - Network Set up
DDNS Settings	

DDNS Provider

DynDNS

No-IP

Site Address

www.dyndns.com

www.no-ip.com

1
2

3
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An FTP needs to be set up to transfer/save the image to the relevant sites through FTP.

1 	General Setting - Turn on or turn off the FTP function.

2 	FTP Server Address - Define FTP Server IP Address. If the IP Address form is incorrect, a message box will be 	
		  shown to try again.

3 	FTP Upload Path - Define a path in the FTP server to store images. For the path name, English Alphabet, 
	 numbers and special characters ( / ~ !@ $ ^ ( ) _ - { } [ ] ; , ) can be used.

4 	FTP Port - Define the FTP Server Port. If the port is not appropriate, accessing the FTP Server is impossible.

5 	User ID - Define User ID to access the FTP Server. Fill out the correct User ID registered in the FTP Server.

6 	Password - Define the password to access the FTP Server. Fill out the correct password registered in the FTP  
	 Server. 

7 	Click ‘Apply’ to save all settings.
	 	Refer to the above image for an example.

Set up - Network Set up
FTP Settings	

1

2

3

4

5

6

7



41

An SMTP needs to be set up to send/save the image to the relevant sites by e-mail.

1 	General Setting - Turn on or turn off the SMTP function.

2 	Mode - Select the security mode of SMTP from Plain or SSL/TLS. After checking the account setup of your  
SMTP Server, you may select one.

3 	SMTP Server Address - Define the SMTP Server Address. If the IP Address form is incorrect, a message box will  
be shown to try again.

4 	Port - Define the Port used in the Plain or SSL/TLS security mode above.

5 	User ID - Define the User ID to access the SMTP Server. Fill out the correct User ID registered in the SMTP Server.

6 	Password - Define the Password to access the SMTP Server. Fill out the correct password registered with the 
SMTP Server.

7 	E-Mail Sender - Define the e-mail address of the e-mail Sender. It will be displayed as the sender when the  
camera sends an e-mail.

8 	E-Mail Receiver - Define the e-mail address of the e-mail Receiver. It will be displayed as the Receiver when the  
camera sends an e-mail.

9 	Title - Define the title of the e-mail when the camera sends an e-mail.
	 	 The title of the e-mail is limited to 40 characters, including the spaces.

10	Message - Define the contents of the e-mail when the camera sends an e-mail. The message of the e-mail is  
limited to 40 characters, including the spaces.

11 	Click 'TEST' to send a test message ‘Apply’ to save all settings.

Set up - Network Set up
SMTP Settings	

1

2

3

4

5

6

7

9

8

10

11
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1 	SNMPv1/SNMPv2 - Select the SNMPv1/SNMPv2 option and type the names of Read and Write communities.

SNMP trap can be used to check for operational thresholds or failures periodically defined in the MIB.

2 	SNMP Trap - Turn on or turn off the SNMP trap.

SNMPv3 contains a higher cryptographic security level, allowing you to set the Authentication and Encryption 
passwords.

3 	Mode - Select either Read or Read/Write mode. 

4 	Activation - Select the mode to turn on or turn off. 

5 	Read/Write name - Define Read name and Write name.

6 	Security Level - Select no auth, no priv/auth, or priv.

7 	Authentication Algorithm - Select MD5 or SHA as the authentication method.

8 	Authentication Password -  The authentication password is an encryption method for authentication and is 
between 8 and 30 digits long.

9 	Private-Key Algorithm - Select DES or AES as the encryption algorithm.

10	Private-Key Password - An information protection password is private encryption and is between 8 to 30 digits 
long.

11 	Click ‘Apply’ to save all settings.

Set up - Network Set up
SNMP Settings	

4

5

3

6
7

8

9

10

11

2

1
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1 	 Pre/Post Alarm Image - Image Transfer due to an event is configured by setting the image transfer rate and  
	 Pre/Post alarm duration.

•	 Number of images: Define the number of images transferred per second.
•	 Pre-alarm duration: Define the duration of the image transfer before an event.
•	 Post-alarm duration: Define the duration of the image transfer after an event.
•	 Max. number of images: Set a limit to the number of images transferred after an event. This is turned off 

by default. 

2 	 Click ‘Apply’ to save all settings.

Image Transfer Configuration	
Set up - Trigger Action Set up

1

2
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1 	Relay Output - Select the Relay output.
	 	The number of relay outputs available depends on the camera model.

2 	Mode - Select the monostable/bistable for relay mode.

3 	Idle State - Select whether the contact is normally opened or closed.

4 	Duration - Relay out is operated during the setting time.
	 	In monostable mode, this function must be set up.

5 	Click 'Apply' to save all changes.

Set up - Trigger Action Set up
Relayout Configuration

1

3

4

2

5
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1 	Sound File - Select a sound file to add to the camera. The camera supports built-in sound files adn user-
uploaded files. Click on 'Select File' and chose the sound file you want to upload. The file must be .WAV 
and encoded with the following information: 

	 	 File size: 5MB or less
	 	 Audio codec: pcm_s16le
	 	 Audio bitrate: 256kbps
	 	 Channels: Stereo
	 	 Sample Rate: 8000Hz

2 	Start Sound File Upload - Once the file has been selected, press the upload button to upload the file to 
the camera.

3 	Play Sound - Select whether the camera will play the default sound or user-uploaded sound when the 
alame is activated.

4 	Click 'Apply' to save all changes.

Set up - Trigger Action Set up
Sound Configuration

1

3

2

4
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1 	Event Rules List - Indicates the custom Event Rule information added to the Event Rules list.

2 	Click ‘Add’ to add custom event rules.
	 	Click ‘Modify' to modify selected items from the event rules list. 
	 	Click 'Delete' to delete selected items from the event rules list.

Set up - Event Set up
Event Rules Configuration	

1

2
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1 	Name - Define the Event rule name.

2 	Event - Select the event among motion detection, network disconnection, illegal login detected,  
	 temperature critical, video analytics, system initialized and sensor detection.
	 	Click 'Cancel' to return to the previous setting.
	 	You need at least one event.

3 	Rules - Select the action rule defined in the Trigger Action-Action rule menu.

4 	Click ‘Apply’ to save the current settings.
	 	Click 'Cancel' to return to the previous setting.

Set up - Event Set up
Event Rules Configuration	

2

3

4

1
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1 	Activation Areas - The camera supports up to four (4) separate motion detection zones. At least one zone 
must be activated to detect motion in the camera's view. Check the box next to the zone you want to activate. 
Click the preview screen and click and drag the edges of the detection zone to adjust the size and position of 
the camera's view.

2 	Sensitivity - Define the sensitivity of motion detection. If a high value is selected, it will detect very small 
motion, while it becomes relatively insensitive when a low value is selected.

3 	Color - Identify the detection zone on the preview according to the color of the zone. 

4 	Status - Event Alert Icon(  ) appears if ‘Motion Detection’ is activated and motion is being detected.

5 	Click ‘Apply’ to save all settings.
	 	 Click 'Cancel' to return to the previous setting.

Set up - Event Set up
Motion Detection Configuration	

1

3
2

5

4
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1 	Mode - Select  Fahrenheit or Celsius.

2 	Threshold - Define the temperature at which the event trigger occurs.

3 	Temperature - It indicates the current temperature of the IP camera.

4 	Click ‘Apply’ to save all settings.

Set up - Event Set up
Temperature

1

3

2

4
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Alarm Configuration
Set up - Event Set up

1

2

1 	Input Device Set up - Select the input device type from OFF, N.O. and N.C.

2 	Click ‘Apply’ to save all changes.

		

OFF

NO

NC

Operation

Ignore this input sensor.

The contact is normally open and closed when activated.

The contact is normally closed and open when activated.
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1 	Target Stream - Select the channel you want to record the video.

2 	Click ‘Apply’ to save the current settings.

3 	Recording List - Display the information about the recording settings.

4 	Click ‘Modify’ to modify the selected item in the recording list.

Record 0: Select for continuous recording. 
Record 1: Select for event recording. 

Set up - Record Set up
Record Management	

1

3

2

4
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1 	Enabled - Turn on or turn off this function.

2 	Storage Device - This option shows the SD card currently mounted on the camera.

3 	File Type - Select the recording file type.
	 	Currently, the camera supports MP4 file type.

4 	Storage - Select the storage type. SD Card (Disabled) selection is not allowed.

5 	Continuous - The camera will start recording automatically if continuous mode is turned on.

6 	Pre-Duration - Define the duration of recording before an event.

7 	Post-Duration - Define the duration of image transfer after an event.

8 	Click ‘Apply’ to save the current settings.
	 	Click 'Cancel' to return to the previous setting.

Record Management
Set up - Record Set up

1

2

3

4

5

6

7

8
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Recorded Files
Set up - Record Set up

1

2

3

4

5

1  Storage - Select Storage from the available options.

2  Filter - Select the date/time, event, sort, or storage format to filter the recorded video results.

3  Click the 'Refresh' button to refresh the search results as needed.
      Click 'Filter' to view the filtered recorded video.

4  Recording List - Display the information of the recorded video.

5  Click 'Playback' to view the selected item in the list of recorded video results.
      Click 'Download' to download the selected item.

•	 When you click 'Download,' the following window appears.
•	 When downloading, please fill in the purpose of the file download. The field is limited to 30  

characters. (This information will be shown on the Log page with the download time).

      When playing back recorded MP4 files with H.265 (HEVC) codec, the video may not play due to a 
	 performance issue with the VLC plug-in.
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1 	Recording Video Viewer - Play the recorded video.

2 	Recording Video Information - Display information about the recorded video. 

3 	Click 'Playback' to view the recorded video again.
	 	Click 'Back' to return to the previous menu.

Recorded Files	
Set up - Record Set up

1

2

3
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Display the SD card information mounted on the device.
 Select an item from the Storage List to configure its related functions.

Storage Configuration	
Set up - Record Set up
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1 	Storage Size - Total capacity of the SD card and the remainder of it are displayed.

2 	Auto Delete - Select the period for auto delete. The data stored before the set period will be deleted  
	 automatically.
	 	Delete all stored images older than the selected time.

3 	Overwrite - Once enabled, new data will overwrite the oldest data once the SD card has less than 8MB of  
� storage. If OFF is selected, once the SD card has less than 8MB available, the camera will stop recording to  
	 the SD card.

4 	Mount -  If the loaded SD memory card is unmounted or is not automatically mounted, mount the SD memory 	
	 card to the camera.

5 	Unmount - remove the SD card from the device.

6 	Format - Delete all the contents stored in the SD card.

7 	Click ‘Apply’ to save the current settings.
	 	Click 'Cancel' to return to the previous setting.

Set up - Record Set up
Storage Configuration	

1

2

3

4

5

7

6
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1 	IP Address Filter - Turn on or turn off this function.

2 	IP Filter Type - Select the recording IP filter type.

3 	Click ‘Apply’ to save all settings.

4 	Filter IP Address - Display the filtered IP address.

5 	IP Address - Define the IP address you want to apply to the IP filter.

6 	Click ‘Add’ to add the IP address to the list.
	 	Click ‘Remove’ to remove the IP address selected in the list. 

Set up - Security Set up
IP Address Filter Configuration	

1

5

2

4

3

6
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1 	RTSP Authentication - Turn on or turn off the RTSP authentication. 

2 	Click ‘Apply’ to save all settings.

Set up - Security Set up
RTSP Authentication Configuration	

1

2
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The feature is needed when connecting the camera to the network protected by IEEE 802.1X. 

1 	 IEEE 802.1x - Turn on or turn off the IEEE 802.1x feature.

2 	 Protocol
•	 MD5: It provides one-way password-based network authentication of the client.
•	 PEAP: It is similar to TTLS in that it does not require a certificate on the client side.
•	 TTLS/MD5: It does not require a certificate on the client side.
•	 TLS: It relies on client-side and server-side certificates to perform authentication.

3 	 EAPOL Version - Select the EAPOL Version.

4 	 ID - Type the ID to identify the client in the IEEE 802.1X authentication server.

5 	 Password - Type the Password to identify the client in the IEEE 802.1X authentication server.

6 	 Verify - Verify Password.

7 	 CA Certificate - Select the CA certificate required for TLS, TTLS, and PEAP authentication.

8 	 Certificate - Select the client certificate required for TLS authentication

9 	 Click ‘Apply’ to save all settings.

Set up - Security Set up
IEEE 802.1X Configuration	
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HTTPS encrypts session data over SSL or TLS protocols instead of using plain text in socket communications.

1 	 Certificate - Select an installed certificate.
	 	 If you cannot select a certificate, please install the certificate from the Security->Certificates menu.

2 	 HTTPS connection Policy - Select HTTP, HTTPS, or HTTP and HTTPS depending on the connected web,  
	 ONVIF, RTSP over HTTP.

•	 WEB: HTTP, HTTPS, or HTTP and HTTPS.
•	 ONVIF, RTSP OVER HTTP: HTTP or HTTPS.

3 	 Click ‘Apply’ to save all settings.
	 	 When HTTPS mode is chosen, input https://<IP Address> to connect to the camera.

Set up - Security Set up
HTTPS Configuration	
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1 	Server/Client Certificates - Shows the installed certificates.

2 	Create Self-Signed Certificate - A self-signed SSL certificate is an identity certificate signed by its creator. 
	 But they are considered to be less trustworthy.

3 	Properties - Shows information about the selected certificate.

4 	Delete - Delete the selected certificate.

5 	Create a Certificate signing request - This is the encoded data that contains the necessary information for 		
	 issuing the certificate.
	 	When creating the CSR (Certificate Signing Request), they must be filled in.

6 	Install Certificate - Install Certification

7 	CA Certificate - Shows the installed CA certificates.

8 	Install CA Certificate - Install Certification. See the detail page.

9 	Properties - Shows information about the selected certificate.

10	Delete - Delete the selected CA certificate.

Certificates Configuration	
Set up - Security Set up
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Set up - Security Set up
Certificates Configuration	
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Detail for Creating a Self-Install Certification.

1 	Certificate Name: enter a name or label to identify the certificate. Do not use spaces.

2 	Expires on: set an expiration date for the certificate. This setting will determine how long the certificate will 
remain valid before it will need to be replaced.

3 	Country: enter the country where the camera is installed.

4 	State or Province: enter the state or province where the camera is installed.

5 	Locality: enter the name of the city where the camera is installed.

6 	Organization: enter the company name.

7 	Organization unit: enter a company department.

8 	Common Name: by default, the IP address of the camera will be used. If a DNS server will be used when 
connecting instead, you can enter the common identifier here. For example, the domain of “*digital-watchdog.
com” could be used when connecting through HTTPS if it was registered on DW’s server.

9 	RSA: this represents the level of security for the public-key cryptography algorithm. By default, the setting is 
set to 4096-bit encryption and cannot be changed.

10	SHA: this represents the level of security for the Secure Hash Algorithm (SHA) that is used for hashing data 
and certificate files. By default, the SHA is set to 256-bit encryption and cannot be changed.

11 	Alternative Hostname 1: enter the alternate domain or host for this certificate.  For example, “.digital-watchdog.
local” can be used if the domain has been registered on a DNS server.

12	Alternative Hostname 2: enter an alternate domain or host for this certificate.

13	Alternative IP: by default, the Alternative IP is set to the IP Address of the camera.  You can enter the Public IP 
Address of the network here to use an HTTPS connection when connecting over WAN.

14	OK - Request installing a CA certificate.

15	Cancel - Cancel installing the CA certificate and go back to the certificate configuration.

12
11

13

1514
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Set up - Security Set up
Certificates Configuration	
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Detail for Install Certification.

1 	Certificate From Signing Request - Select to install a signed certificate returned from the CA.

2 	Certificate And Private Key - Select to install Certificate And Private Key to install a certificate and private key.

3 	Certificate Name - Enter a unique name to identify a certificate.

4 	Select File - Choose the certification file.

5 	OK - Request installing a certificate.

6 	Cancel - Cancel the certificate installation and go back to the certificate configuration.

Detail for Install CA Certification.

7 	Certificate Name - Enter a unique name to identify the CA certificate.

8 	Select File - Choose a CA certification file.

9 	OK - Request installing a CA certificate.

10	Cancel - Cancel installing the CA certificate and go back to the certificate configuration.
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Auto Lock
Set up - Security Set up

1

2

1 	Auto Lock - Turn on or turn off the Auto Lock function. When enabled, the system will lock itself for five (5)  
	 minutes after three (3) failed login attempts. 

2 	Click ‘Apply’ to save all settings.
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System Capability information.

1 	Device Name - You can define the device name.

2 	Location - You can define the device's location.

3 	Click ‘Apply’ to save all settings.

Set up - System Set up
System Information	
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Shows basic hardware functions after inspection.

1 	Shows Uptime, SD card, EMMC, EEPROM, Audio, System Files, and NTP Status.

	Warning:
	 If the camera connection is terminated abnormally, a download button will appear on the diagnostics page to  
	 download and check the error information.

Set up - System Set up
System Diagnostics

1
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Use this page to import or export the camera settings.

1 	Select to download or upload camera settings. 
	  The following settings are NOT included in the backup files: Network (except RTSP information), System >  
		  user management, and PTZ settings (on PTZ models). 
	 	Download: save the camera's current settings. Check the box next to 'Download,' enter a backup key and  
		  click APPLY. The backup key can be of any value. Remember the backup key. It will be required when		
		  uploading the file.
	 	Upload: upload configuration settings from another camera. Check the box next to 'Upload.' Enter the  
		  backup key for the configuration backup. Click 'Select File' to locate the configuration  
		  backup file and select it on your computer.  The file name and upload status will appear. Click 'Apply' to start  
		  the upload. A popup window will appear when the configuration upload is complete.

2 	Backup Key - To set the certification key for setting file backup. For the backup key set when downloading, 		
	 you must enter the same key when uploading.

3 	Select File - To upload previously exported settings, click ‘Select File’ and select the file ‘pconf_enc.tar.‘ Click
	 ‘Apply.’

	NOTE:
	 The configuration backup download is available when accessing the camera directly from the web browser.  
	 If accessing the camera from the DW Spectrum IPVMS client, this feature is disabled. 

Set up - System Set up
Configuration Backup
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1 	Version Information - It shows the current Firmware Version in the system.

2 	Web Update - Select the Firmware file on your computer by clicking the [Select file] button.

3 	Start F/W Update - Click this button to start the update. Progress of uploading will be displayed using  
	 the Progress Bar. An error message will be shown if you assign the wrong file name.

	Warning:
	 1.	Do not turn off the power to the camera during the firmware update.  Interrupting the update may  
		  cause the system to become unstable. Once the update is completed, the system will reboot  
		  automatically.
	 2.	 Make sure to check the ‘Notice’ shown on the screen. 
		  The camera will reboot and show the login window if the firmware update is completed successfully.

Set up - System Set up
Firmware Update	
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1 	TimeZone Set up - Choose the time zone for the camera. It will be activated after clicking the ‘Apply’ button.
	 	Before setting below ‘New Camera Date and Time,’ set the correct time zone first.

2 	Time Format - Select the time format yy-mm-dd or mm/dd/yy.

3 	Current Date and Time - Current date and time setting in the camera.          

4 	Synchronize with my computer - Set the date/time using those of the PC currently connected. 

5 	Set up manually - Set the date/time by typing manually.

6 	Synchronize with time server (NTP) - Choose the time server to connect to the current camera.  
	 The date and Time will be updated automatically every hour when connected.

7 	Click ‘Apply’ to save all settings.

Date & Time Settings	
Set up - System Set up
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Daylight Saving Time (DST) is the practice of turning the clock ahead as warmer weather approaches and back 
as it becomes colder again.

1 	General Setting - Turn on or turn off the DST function.

2 	Date and Time Settings - Set the start time and end time that the DST applies.

3 	Click ‘Apply’ to save all settings.

DST Settings	
Set up - System Set up
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Set up - System Set up
Users Management	

1

32 4

1 	Users - List all the user accounts for authentication.

2 	Add - Register a new user.

	 	The ID and Password are limited to 8 characters with at least two combinations of uppercase letters,  
		  lowercase letters, numbers and special characters.  
		  Acceptable special characters are ~ ' ! $ ^ ( ) _ - { } [ ] ; . ? /

	 Click ‘Apply’ to save all settings.
	 	Click 'Cancel' to return to the previous menu.

3 	Modify - Modify the information of the user accounts registered. For the admin account, only the password  
	 can be modified.

4 	Delete - Delete the selected user account. The admin account cannot be deleted.

ID

Password

Retype Password

Password Hint

User

Authority

Enter a new user ID. Admin already exists.

Enter the user password. (Check the password)

Enter the user password again for verification.

Enter the password hint.

Select Operator or Viewer.

Viewer: Only monitoring is allowed.

Operator: Most of the functions are allowed except ‘Set up’.
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System Log	
Set up - System Set up

1 	Filter - Select a date, time, sort, or type of log to filter the log.

2 	Click the 'Refresh' button to refresh the log list.
	 	Click 'Filter' to view the filtered log.
	 	Click 'Backup' to back up the filtered log.

3 	System Log List - The filtered log is displayed.

1

3

2
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Factory Reset	
Set up - System Set up

2

1

1 	Reset to the factory defaults - Return the setup to the factory default.

2 	Click ‘Apply’ to save all settings.

All - Reset all Settings to the factory defaults.

Exclude Network Settings and User Settings - Reset all camera settings to factory default except for 
the network settings.
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Set up - System Set up
Restart

If you click the ‘RESTART’ menu, a message box will be shown to confirm. Click the ‘OK’ button to restart.
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This menu lists all the System Open Source License information in the camera, including Open Source Name, 
Version, License, etc.

System Open Source License	
Set up - System Set up
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Go to https://digital-watchdog.com/page/rma-landing-page/ to learn more about Digital Watchdog’s 
warranty and RMA.  

To obtain warranty or out-of-warranty service, please contact a technical support representative at 1+ (866) 
446-3595, Monday through Friday from 9:00 AM to 8:00 PM EST.

A purchase receipt or other proof of the original purchase date is required before warranty service is 
rendered. This warranty only covers failures due to defects in materials and workmanship that arise during 
normal use. This warranty does not cover damages that occur in shipment or failures which are caused 
by products not supplied by the Warrantor or failures which result from accident, misuse, abuse, neglect, 
mishandling, misapplication, alteration, modification, faulty installation, set up adjustments, improper 
antenna, inadequate signal pickup, maladjustments of consumer controls, improper operation, power line 
surge, improper voltage supply, lightning damage, rental use of the product or service by anyone other than 
an authorized repair facility or damage that is attributable to acts of God.

Warranty Information
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There are no express warranties except as listed above. The Warrantor will not be liable for incidental or
consequential damages (including, without limitation, damage to recording media) resulting from using 
these products or arising out of any breach of the warranty. All express and implied warranties,
including the warranties of merchantability and fitness for a particular purpose, are limited to the
applicable warranty period set forth above.

Some states do not allow the exclusion or limitation of incidental or consequential damages or
limitations on how long an implied warranty lasts, so the above exclusions or limitations may not apply to
you. This warranty gives you specific legal rights; you may also have other rights from state to state.

If the problem is not handled to your satisfaction, then write to the following address:
Digital Watchdog, Inc.
ATTN: RMA Department
16220 Bloomfield Ave
Cerritos, CA 90703

Service calls which do not involve defective materials or workmanship as determined by the Warrantor, in
its sole discretion, are not covered. Cost of such service calls are the responsibility of the purchaser.

Limits and Exclusions



DW® East Coast office and warehouse: 5436 W Crenshaw St, Tampa, FL USA 33634 
DW® West Coast office and warehouse: 16220 Bloomfield Ave, Cerritos, CA USA 90703 

PH: 866-446-3595 | FAX: 813-888-9262
www.Digital-Watchdog.com 

technicalsupport@digital-watchdog.com
Technical Support PH:

USA & Canada 1+ 866-446-3595
International 1+ 813-888-9555

French Canadian: + 1-904-999-1309
Technical Support Hours: Monday-Friday 9 a.m. to 8 p.m. Eastern Time




